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1.0 INTRODUCTION

This final report is the submission of Contract Data Requirements List (CDRL) AOO3 for Contract No.
N62269-91-C-0008, GPS System Specification for Shipboard TACAN Replacement. This final report
includes the GPS System Specification for Shipboard TACAN Replacement. This final report covers Tasks 1
through 12 of the contract, which are as follows: .

1) Review Shipboard TACAN requirements,

2) Investigate existi}mg data links,

3) Derive Differential (DGPS) technique and associated data link content,

4) Derive Pseudolite Signal Structure,

5) Review Existing UE Requirements Specifications,

6) Review of Shipboard Equipment Specifications,

7) Derivation of Flight Safety Concepts,

8) Derivation of CDU Entry and Display Requirements,

9) Derivation of Flight Instrument Interface Requirements,

10} Derive Shipboard Equipment Requirements, -

11) Derive DGPS UE Requirements,

12) Generation of a System Specification.
The results of Tasks 1 through 7 and Task 10 were originally documented in CDRLs A0O1 and A002.1
Updates were made to the documentation of these tasks in this report based on more recently obtained
information. The updated results of those tasks are contained in Sections 2.2 and 2.3 and Appendices |I,
IV and V of this report. Task 2 (Section 2.2) was updated to include Low Probability of Intercept (LPi)
analysis of the JTIDS system and to derive new data link possibilities base on the results of that analysis.
Appendix 1l contains the derivation of the LP! analysis tools for defining LPI requirements. Appendix V was
updated to include the LPl analysis for pseudolites. Task 3 (Section 2.3) was updated based on the
updated Military Standard 1553 bus interface document the incorporated the expanded Area Navigation
(RNAV) requirements into the Miniature Airborne GPS Receiver (MAGR). Appendix IV provides supporting
data for that task.
Sections 2.1 through 2.12 document the results of Tasks 1 through 12. Appendix | provides a concept of
Differential GPS for Shipboard TACAN replacement, supplementing Sections 2.1 and 2.2. Appendix |l is

the derivation of Low Probability of Intercept requirements, also supplementing Sections 2.1 and 2.2 as
well as Section 2.4. Appendix lil provides details of the Joint Tactical Information Distribution System

f Kick Off Meeting and Prelimin i mm Tasks 1 nd 3, 18 January - 13 May
1991, CORL A0O01.

Summary of Concept Development Tasks 1 Through 7 and Task 10, 14 May - 12 August 1991, CDRL
A002.




(JTIDS), supplementing Section 2.2. Appendix IV provides details of the Military Standard 1553 bus
interface data content, supplementing Section 2.3. Appendix V provides a derivation of a pseudolite signal
structure, supplementing Section 2.4. Finally, Appendix V! is the GPS System Specification for Shipboard
TACAN Replacement, supplementing Section 2.12
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1.1 Summary and Conclusions

1.1.1 mm n nclusions for Task view Shi r AN ir In this task, Ship-
board TACAN Replacement Requirements are reviewed. The requirements reviewed were taken from two
sources — a Tentative Operational Requirements (TOR) document generated by the Navy and an Institute of
Navigation (ION) paper presented at ION GPS 90, an excerpt of which is given in Appendix I. These
requirements are restated, discussed and summarized. They relate to accuracy, low probability of intercept
(LPI), santi-jam (AJ) margin, EMI, data encryption, the number of users, air-to-air range and bearing, cost,
integrated logistics support and enhancements. LPl requirements were derived and detailed LPl analysis
techniques were derived to support the evaluation of the LPi capabilities of data links. That derivation
appears in Appendix Il.

1.1.2 Summary and Conclusions for Task 2, Investigation of Existing Data Links Based upon the require-

ments reviewed and summarized in Task 1, information regarding existing ship-to-aircraft data links are
reviewed and compared to the requirements. Most existing data links do not meet the requirements, based
mostly on availability, not having an LPI capability, not having an AJ capability, not being secure or being
too costly. The most promising existing data link is TADIL J Link-16 (JTIDS), but with modifications to
provide a better LPI capability and to reduce aircraft unit costs. A signal structure was derived that results
in some modifications to the existing JTIDS terminals to use it, but still be compatible with the existing
JTIDS signal structure. This would allow the development of new low cost terminals with reduced data
rate and AJ capability and using new technology for those aircraft not outfitted with JTIDS. Shipboard
terminals would also have to be modified. This is because JTIDS aircraft terminal costs, as they currently
exists, are too high. However, it is believed the modifications to the exiting terminals and the new
terminals will meet the cost bogey suggested in the TOR. The LPI capability would also be significantly
improved when using the new signal structure. In fact, at the same time, the performance and LPI
capability of JTIDS itself would also be improved because of the terminal modifications.

Two new data links are proposed based on a further evolution of JTIDS technology that would meet all B

requirements of a data link for the Shipboard TACAN replacement and provide even more cost reduction.
The data capacity of these new links would be somewhat less than JTIDS, but with a much better LPI
capability and at @ much lower cost. One of these data links would operate in the LINK-4A UHF frequency
band, coexist with LINK-4A and have the LINK-4A compatibility with a data capacity equal to LINK-4A
(9600 bps), but with the advantages of LPl, security and AJ capabilities. The other data link would be
similar, but would operate in the existing JTIDS and TACAN frequency band. It would coexist with JTIDS,
but takes advantage of the fact that TACAN is being replaced. It would not have the JTIDS capability, nor
are the existing JTIDS terminals compatible with it without further modification. The requirements that
emulate these two new data links are included in the system specification in Appendix VI.

The existence of a Technology Development Program at NADC for the development of a new LPI voice/data
communication system is referenced. The LINK-4A compatible system satisfies the requirement for that
development. Reference is also made to a new Magnavox secure LP!| data Imk that operates at UHF that
could possibly be adapted for this application.

1.1.3 mm n nclusions for k rivation of PS Techni

Content The ION GPS 90 paper summarized in Appendix describes the DGPS technique for Shipboard
TACAN replacement. Airborne GPS receiver area navigation (RNAV) requirements are reviewed to deter-
mine how they fit in with that DGPS technique, which is based upon the broadcast of moving waypoints.

The MAGR expanded RNAV requirements for rendezvous operations using moving waypoints and automatic
sequencing waypoints meet the requirements for the proposed DGPS technique. Twenty four moving
waypoints, or a flight plan made up of up to 24 moving waypoints can be input to the MAGR via the 1553
bus in real time to be used for RNAV functions. These waypoints can all be relative to a ship. These
waypoints and flight plans can be used in a “differenced” DGPS mode to emulate the functions of

3
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Shipboard TACAN and much more.

The MAGR RNAYV requirements and a draft version of the 1553 bus interface {ICD-GPS-059) for the MAGR
were reviewed in detail. That detail is summarized in this report for the purpose of understanding how the
1553 bus interface can be used to implement the Shipboard TACAN Replacement using DGPS. It was
found that indeed it could, but with some requirements imposed on the host vehicles mission computer for
controlling the MAGR and establishing the necessary protocol with the MAGR and the appropriate data link.
These mission computer requirements are included in Section 2.11 and in the system specification of
Appendix VI.

1.1.4 Summary and Conclusions for Task 4, Derivation of Pseudolite Signal Structure The concept of

pseudolites (PLs) was described. A signal structure was derived that effectively eliminates interference with
the GPS satellite signals. This signal is a pulse modulated signal near the L2 GPS frequency that carries a P
code like signal. An intentional frequency offset from the L2 frequency, which can be accommodated by
the MAGR receiver, further reduces the interference potential. A modification to the shipboards GPS
receiver antenna electronics to accept a transmission pulse blanking signal will solve the problem of inter-
ference with that receiver. The PL signal structure derived has a reasonable LPl capability because of the P-
code bandwidth and its pseudorandom pulsing capability. It could have an excellent LPl capability because
of the pseudorandom pulsing capability if the MAGR could be modified to blank noise and interference
between the pulses. However, this modification is to its signal processing chip, which may be prohibitive.

Unfortunately, the PL can only be used in a broadcast mode. Thus, although it could provide DGPS infor-
mation, it cannot be used for RNAV functions. Thus, the use of pseudolites is not recommended. The
requirements for using them, however, are included in the system specification of Appendix VI.

ipment Requiremen

1.1.5 mm n nclusions for Task Review of Existin

tions This task only consisted of the review of documents. The documents reviewed are listed and a

summary of the information extracted from those documents is included.

1.1.6 mm n nclusions for k 6, Revi £ Shi ipmen This task only
consisted of the review of documents. The documents reviewed are listed and a summary of the informa-
tion extracted from those documents is included.

1.1.7 Summ n nclusions for Task 7 rivation of Two potential problems
relative to flight safety are addressed -- one related to the interference to other systems due to transmitted
signals, and one related to the integrity (or correctness) of the signals that are transmitted. Interference is
shown to be not a problem. Two techniques are derived for monitoring the integrity of transmitted signals.
One of these requires the feedback from the monitoring of the transmitted signal on the ship, while the
other requires a feedback from airgraft based on its reception of the transmitted signal. These techniques
are factored into the derivation of the overall requirements for the Shipboard TACAN replacement using
DGPS in Appendix VI.

1.1.8 Summ n nclusions for Task irements The MAGR does not
interface directly with a COU. The CDU interface is via the 1553 bus and probably via the mission
computer. The 1553 bus content was reviewed as part of Task 3, where it was determined that all
requirements for Shipboard TACAN Replacement using DGPS are satisfied.

2 vl
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1.1.9 mm n nclusions for Task rivation of Flight In ment interf iremen The
ARINC 429 interface document was reviewed and it was determined the interface meets all requirements
for the Shipboard TACAN Replacement using GPS. This is not surprising since it is believed that TACAN
uses the same interface. On some host vehicles, the MAGR does not interface with the flight instruments,
Similar to the CDU, that interface is via the 1553 bus and the mission computer. The 1553 bus interface
document was reviewed and it was found that all the data available to the ARINC 429 interface is also
available to the 1553 bus interface.

1.1.10 mm n nclusions for Task 1 rivation of Shipboar ipmen iremen
Shipboard equipment requirements are derived for three different options -- the use of a conventional data
link for the broadcast of DGPS information, the use of a conventional data link for two-way communication
with the aircraft to not only broadcast DGPS information, but to perform an RNAV function, and the use of
pseudolites to the broadcast of DGPS information. Only the second option can be used for RNAV because
it is imperative to have feedback from the aircraft in an RNAV environment.

1.1.11 Summ n nclusions for k 1 rivation of PS UE irements As stated above for
Task 3, the MAGR meets all the requirements for the Shipboard TACAN Replacement using DGPS, unless
pseudolites are used. For that option, the requirements for the MAGR to track pseudolites and collect
higher rate data from them are derived and specified. They are also specified as and option in the system
specification of Appendix VI.

In addition to the MAGR requirements, it was determined that the host vehicle mission computer and the
host vehicle data link terminal also comprise part of the DGPS UE. The mission computer requirements
were derived and are summarized in Section 2.11 and detailed in the system specification of Appendix VI.
The data link requirements were derived as part of Tasks 2 and 3 and are also specified in the system
specification of Appendix VL.

1.1.12 mma n nclusions for k 1 neration of m ification The system :
specification appears in Appendix V! and is a collection of all the requirements derived in this study. The
conclusion is that a two way LP! data link must be developed, not only for the Shipboard TACAN
Replacement using DGPS, but for RNAV and air traffic control. it was also concluded that, with the
expanded RNAV capability currently being implemented, the MAGR meets all requirements without change
for the Shipboard TACAN Replacement using DGPS, unless pseudolites are used. Then, at a minimum,
software changes are required. '

In addition to the data link and the MAGR, the host vehicle mission computer must play a role in this
system. It must interface between the data link and the MAGR and also interface to the CDU and flight
instruments. It is assumed that it already does interface with the CDU and the flight instruments. Detailed
software requirements will have to be derived for the mission computer and the appropriate changes made.

Shipboard equipment requirements are also specified. Different options were derived depending upon the
data link implementation. As with the host vehicle mission computers, the ships external computer and the
NTDS Controller will share the burden of interfacing between the ships navigation system, which includes
the GPS RCVR-3S, and the new data link. Of course, a data link terminal will also have to be developed for
the ship. It is likely that the requirements for the terminal will be different than that for the host vehicle.
Those differences are not specified in this report or in the system specification.

A functional block diagram of this DGPS System is provided in Appendix VI.
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2.0 FINAL STUDY RESULTS

in this section, the final results of studies defined by Tasks 1 through Task 12 are provided. For
completeness, a description of those tasks as stated in the Statement of Work are as follows: :

k 1 - Review of Shi rd TACAN Requiremen

It is anticipated that NADC has personnel with extensive experience with shipboard TACAN, and
also has extensive documentation on the system. AJ Systems proposes that a dialogue be set up
with these personnel in order to review the features of that system, and then translate the impor-
tant features into requirements for its replacement. This is probably not an extremely important
task, but worth a nominal amount of time to provide a starting place for deriving requirements for
the replacement system. AJ Systems proposes to travel to NADC for a contract kickoff, spending 2
to 4 days at NADC covering a variety of tasks. It is proposed that a few hours of that time be
spent on this task, plus some time reviewing any existing documentation. Any worthwhile docu-
mentation will be requested by AJ Systems.

A short summary of this review and how it relates to the replacement system requiremehts will be
provided to NADC. The most important outputs of this task are anticipated to be in the area of
CDU and flight instrumentation interface requirements, plus flight safety requirements.

k 2 - Investigation of Existin Link

It is also anticipated that NADC has personnel with extensive knowledge of ship-to-aircraft data
links, and how those data links might interface with the UE (such as via a 1553 bus). Just as in
Task 1, AJ Systems proposes that a dialogue be set up with these personnel to establish the
capability of existing data links, if any, to provide DGPS information from the ship(s) to the UE, '
including encryption capabilities. Documentation on promising data links will be requested and '
reviewed.

A summary of this investigation will be provided to NADC. If the findings are positive, interface
requirements will be derived from the data link system to the UE, and the system will be considered
as an alternative to a pseudolite system.

k 3 - Derive DGPS Techni n P. ink nten

The DGPS technique recommended by the RTCM Special Committee 104 (broadcast of pseudo-
range corrections) is not appropriate for this application, since it requires a reference station that is
stationary with a known location. A more appropriate technique is to broadcast the ship location(s),
use that location as a moving waypoint, causing the UE to steer the pilot to the ship. This tech-
nique is only DGPS in the sense that the navigation is relative to the ship, provided that the UE
location is derived similar to that of the ship location(s). That is, did the UE use the same SVs in his
solution that the ship did? The purpose of this task is specify the technique to be used, but more
“important, to specify the data to be sent to the UE. For example, should the SV IDs used by the
ship's equipment be transmitted to the UE to ensure that the UE uses the same SVs, and thus pro-
viding a true DGPS operation? Other data content might include the heading of the ship's runway
10 provide extra guidance information to the UE.

Since the ship's location, velocity and heading are sensitive information, encryption of the DGPS
data will probably be required. It may be appropriate to use the same techniques used for encrypt-
ing GPS SV data in this case, in order to minimize the impact on UE design. Of course, NSA
approval would be required. AJ Systems proposes to document a strawman technique for encryp-
tion and provide it to NADC. Since this documentation will be classified, a DD-254 will be required

7




as part of the contract.

The output of this task is, of course, the data structure of the DGPS signal. In addition to the doc-
umentation of the strawman encryption technique, AJ Systems will provide a white paper describ-
ing the derived data structure. '

k 4 - Derive P Ii ignal r

It is a given that one of the proposed data link alternatives will make use of a pseudolite with a sig-
nal structure similar to that of the GPS satellites at or near one or both of the GPS frequencies.

AJ Systems has studied this alternative extensively, and has already derived strawman signal
structures. This is an important task in that using pseudolite signals can cause two major problems
for the UE — both based on the infamous near-far problem. These problems are the fact that the
pseudolite can interfere with the reception of the SV signals (and other pseudolite signals as waell),
and the fact that the received signal strength received from the pseudolite can vary significantly
with distance from it, causing UE dynamic range problems. This problem has been addressed by
the RTCM2? and revisited by AJ Systems3 for civil applications. The later addresses the affects of
C/A code pseudolites on Phase Il GPS UE, a subject basically ignored by the former. As it turns
out, the problem is not quite so severe for the military application because P codes can be used,
which provide 15-20 dB more cross-correlation margin and more anti-jam capability than do the C/A
codes. In fact, AJ Systems has derived a P code version of a pseudolite signal structure that
appears to be compatible with the Phase Il UE.

The effect of pseudolites on the Phase Il UE, as determined by the studies of AJ Systems mention
above, are based on the knowledge of that UE by AJ Systems. This knowledge may not be exactly

correct. Thus, it is proposed that the studies be "fine-tuned” as part of this SBIR program, using

Phase Il UE design information provided by NADC. The results of this "fine-tuned” study will be
provided in a white paper.

Task 5 - Review Existin iremen ification
This task consists of reviewing exiting UE specifications and interface documents to determine the
UE capability to operate in a DGPS environment and/or with pseudolites, and to determine what
changes to the UE are required to operate in a DGPS environment and/or with pseudolites. The goal
will be to minimized changes, so this review will take place early in the program so that the new
specified requirements will have a minimal impact on the current UE design.
As a minimum, the specifications (latest versions) to be reviewed are as follows:

1) RCVR3A Prime Item Development Specification

2) RCVR3A Computer Program Development Specifications

3} RCVR-3AM System Specification

2Thomas A. Stansell, Jr., "RTCM SC-104 Recommended Pseudolite Signal Specification®, Global
Positioning System, Volume lll, The Institute of Navigation, Washington, DC, 1986.

3A. J. Van Dierendonck, "The Role of Pseudolites in the Implementation of Differential GPS",
Record of the Position Location and Navigation Symposium, PLANS '90, Las Vegas, Nevada, 20-23
March 1990.
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4) RCVR3A Computer Program Product Specification
5) RCVR3A Prime Item Product Specification

6) Prime item and Computer Program Development and Product Specifications for CDUs
used with the RCVR3A (assumed to be the C-11702/UR Indicator ANVIS Light Control).

7) ICD-GPS-059, MIL-STD-1553 Multiplex Bus Interface

8) ICD-GPS-073, Digital Flight instruments (ARINC 429) Interface
9) RCVR3A Operator's Manuals

10) Any other specification that NADC feels applies.

This list of applicable specifications will be finalized at the contract kickoff meeting at NADC. At
that time, the list of documents in NADC's GPS library will be reviewed by AJ Systems, and a
request will be made for the applicable specifications.

A summary of this review and how it relates to the replacement system requirements will be pro-
vided to NADC. The findings of this review will be factored in the derivation of requirements for the
UE using DGPS and pseudolites {Task 11).

Yask 6 - Review of Shipboard Equipment Specifications

To replace the shipboard TACAN with DGPS, with or without a pseudolite, the ship's GPS location
and velocity must be transmitted to the aircraft. It may be possible to use the RCVR3S for the
derivation of that location and velocity, although, if a pseudolite ranging capability is specified, a
self-contained pseudolite GPS receiver may be more appropriate because of time synchronization
requirements. If an existing data link is specified, information from the RCVR3S must be transferred
to that data link, probably via the NTDS (MIL-STD-1397A). Even the pseudolite would interface to
some system via the NTDS.

This task consists of reviewing épplicable shipboard specifications. Guidance from NADC will be
required to define what the applicable specifications are. As a minimum, the specifications {latest
versions) to be reviewed are as follows:

1) RCVR3S Prime Item Development Specification CI-RCVR-3011A .

2) RCVR3S Computer Program Development Specification CP-RCVR-3011A

3) ICD-GPS-176, Shipboard External Computer (MIL-STD-1387A) Interface

4) MIL-STD-1397A, Input/Output Interfaces, Stahdard Digital Navy Systems

5) Other applicable specifications
This list of applicable specifications will be defined at the contract kickoff meeting at NADC, but
‘probably won't be finalized until some later date after more is learned about the existing data links.
A request will be made by AJ Systems for the applicable documents.

A summary of this review and how it relates to the replacement system requirements will be pro-
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vided to NADC. The findings of this review will be factored into the derivation of requirements for
the shipboard equipment (Task 10). :

k 7 - Derivation of Flight Saf

Flight safety is equivalent to what the FAA calls integrity of signals-in-space for use in the National
Airspace System.* The FAA provides this integrity for VOR/DME by monitoring its signals, verifying
its performance and terminating its transmission if it is out of tolerance. It is unknown by AJ Sys-
tems how this is accomplished, or if it is, in the shipboard TACAN system, but it is conceivable that
it could be done the same way. Actually, DGPS can operate in the same way. A monitoring sys-
tem could be installed on the ship that monitors either the data link signal, or a pseudolite signal,
and feeds back the information to the DGPS equipment. If erroneous information is being broad-
cast, necessary action takes place, such as terminating transmission.

Pseudolite signals provide additional information in that they provide ranging information. Measured
range should agree with computed range, and thus, some self-integrity is available without external
monitoring. However, external monitoring might also be necessary.

In this task, AJ Systems will expand upon these concepts and investigate other concepts for flight
safety. This will include investigating concepts on how the information is displayed to the pilot of
the aircraft, or other possible warning mechanisms.

A white paper describing the derived concepts will be provided to NADC for review. in addition,
requirements for the implementation of a chosen concept will be included in the shipboard TACAN
replacement System Specification.

Task 8 - Derivation of CDU Entry and Display Requirements

Using inputs from the review of existing UE specifications as a starting point, CDU entry and display
requirements will be derived for use of the CDU in the DGPS environment. This includes, as a
minimum, the entry of mode, ship identification, and display of steering information and flight safety
information. It is suspected that many of the required capabilities exist in the RCVR3A, but required
upgrades will be specified.

-A white paper describing the CDU entry and display requirements will be provided to NADC for
review. These requirements will be factored into the shipboard TACAN replacement System
Specification.

Task 9 - Derivation of Flight In ment Interf Requiremen

Using inputs from the review of existing UE specifications as a starting point, flight instrument
interface requirements will be derived for use in the DGPS environment. It is suspected that the
required capabilities already exist in the RCVR3A, but required upgrades will be specified. it is
suspected that the ARINC 429 interface specified for the RCVR3A is the same interface specified
for modern TACAN sets.

A white paper describing the flight instrument interface requirements will be provided to NADC for
review. These requirements will be factored into the shipboard TACAN replacement System
Specification.

4Ronald Braff and Curtis Shively, "GPS Integrity Channel®, Global Positioning System. Volume I,
The Institute of Navigation, Washington, DC, 1986.

10

NI




e e

k 10 - Deriv h r ipment Requir n

Based on the review of shipboard specifications, the derived DGPS requirements for both conven-
tional data links and pseudolites, and the derived flight safety requirements, shipboard equipment
requirements will be derived for the implementation of the TACAN replacement. - These require-
ments will define the existing shipboard equipment that will be used in the system, the interfaces to
existing equipment and requirements for new equipment, including monitors for flight safety.

A white paper describing the shibbo_ard equipment requirements will be provided to NAD'(E for
review. These requirements will be factored into the shipboard TACAN replacement System Speci-
fication.
k 11 - Deriv PS UE iremen
Updates to the UE Prime Item and Computer Program Development Specifications will be derived to
1) interface with a data link to accept DGPS inputs
2) receive pseudolite signals |
3) derive DGPS inputs from pseudolite signal data
4) verify flight safety from received inputs

5) accept inputs from the CDUs and 1553 bus in order to operate in the DGPS environment

6) provide information to the pilot via the CDUs, flight instruments and 1553 bus for
navigation with respect to the ship(s).

Theses updates will be provided to NADC as changes to the UE RCVR3A specifications for review,
and then factored into the shipboard TACAN replacement System Specification.

k 12 - Generation of m ification

Outputs of Tasks 3, 4, 7, 8, 9, 10 and 11 will be organized into a stand-alone System Specification
for the shipboard TACAN replacement. The specification will be organized into two parts - one
using a conventional data link to transmit DGPS information, and one using pseudolites to transmit
DGPS information. This System Specification will also serve as the final report for this SBIR
program.

Of course, based on the Kick Off Meeting and because of work performed by both NADC and AJ Systems
prior to the award of the contract, some of the intent of these tasks has changed somewhat. Those
changes will be reflected in the discussions that follow. Also, because a DD-254 was not issued as part of
the contract, encryption techniques will only be addressed at a very high unclassified level.

11
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view of Shi r NR iremen

This task would be better called a Review of Shipboard TACAN Replacement Requirements because it is
desired that the replacement system far exceed the capabilities of Shipboard TACAN. The documents that
express those desires is the Tentative Operational Requirements (TOR) for Sea-Based Tactical Air Navigation
(TACAN) Replacement. These requirements were apparently derived by the Department of the Navy Space
and Naval Warfare Command PMW 142 office. These requirements are summarized below.

Prior to contract award, AJ Systems also derived Shipboard TACAN Replacement requiremedts and pub-
lished them in a paper.5 Excerpts from that paper describing those requirements are included in Appendix .

2.1.1 Summary of TOR Requirements In the TOR general description of the operational requirement, it
states the following: .

"With the utility of TACAN thus reduced, a GPS-compatible air-to-ship navigation means is required
to (1) effectively aid military aircraft in locating and performing relative navigation to Navy ships at
sea, (2) incorporate advance system design consistent with weight, volume, and electromagnetic
interference constraints, (3) systematically defeat hostile detection, identification, and targeting, and
(4) utilize the military aircraft GPS receiver/navigation set to maximum extent practicable (thereby
optimizing the fleet-wide investment.in aircraft GPS receiver sets).”

This basically summarizes the operationa! requirement. The TOR goes on to emphasize the third operational
requirement, stating that the "Development of a TACAN replacement must include consideration for elec-
tromagnetic emissions (EMCON). Enemy detection of surface units by active, or semi-active signature pro-
ducing navigation aids must be precluded to the maximum extent practicable, while providing a reliable
navigational base reflecting a ships ever changing position.”

2.1.1.1 Desired Capabilities After listing the shortcomings of the existing TACAN system (which has con-
tinued broad-based signature transmissions emitting from TACAN equnpped ships), the range of capabilities
desired are listed. These capabilities are as follows:

1) Provide a range/azimuth and level of accuracy equal to or better than present day TACAN (+0.1
nm within 5 50/ nm range of the transmitter; +0.2 nm from 50-390 300/ nm range; and overall
azimuth accuracy of +3° line of sight limited). The (50/ and 300/ corrects assumed typographical
errors in the TOR based on actual TACAN specifications.

2) Electromagnetic emissions must be minimized to present a low probability of intercept (LPI).

3) Operate and meet requirements while operatmg in the EMI environment of its intended use and in
a hostile ECM environment.

4) Operation shall not degrade the performance of other platforms or force systems.
5) Operatioh shall gracefully degrade in the event of GPS signal loss.
6) Transmitter operation should be variable from a maximum hemispherical distance of at least 300

nm to graduated range reductions with a "spotlight™ aim capability in azimuth, elevation, base
height and ceiling height with fixed, rotational, random, raster or jitter illumination to enhance LP!

SA. J. Van Dierendonck, "Concepts for Replacing Shipboard TACAN with Differential GPS", Proceedings of
ION GPS-90, the ION Satellite Division 3rd International Technical Meeting in Colorado Springs on 21
September 1990.
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qualities.
7) An unlimited number of units should be able to use the system.
8) Air-to-air range and bearing should be evaluated.

The TOR expands the requirements to reduce transmission detection and preclude beaconing, interception,
jamming and intrusion (MIJI) by suggesting the use of data link encryption, emergency override or direc-
tional elevation. '

Although the TOR does not address ship-to-ship range and bearing, that also should be evaluated, even
though the Navy ships themselves never used TACAN for relative navigation. Other than the cost of soft-
ware integration, there is no reason why the ships could not use DGPS for that purpose, once it is imple-
mented for aircraft use. Of course, the operating range would be limited to line-of-sight visibility.

2.1.1.2 Cost Goals The TOR then goes on to list affordability limits and estimated funding required for
system development. These are: '

1) RDT&E cost of $60 million.
2) Sea-based unit cost of $500,000 each.
3) Aircraft incrementa! unit cost of $25,000 each.

4) Life cycle cost of $540 million for 5 years of operation, including procurement, installation,
RDT&E, and 5 years of operating and maintenance costs.

If the sea-based TACAN replacement is not GPS airborne receiver system compatible, an additional
$150,000 per aircraft unit cost and $2,300,000,000 in life cycle costs were estimated.

- 2.1.1.3 Estimated Quantities Approximately 320 ships was estimated for installation. The designations
for these ships are CV, CV(N}), DDG, DD, CG, CG(N), MHC, LHD, AO, T-AGOR, LPH, FFG, FF, ARS, LCC,
LHA, LKA, ATS, LST, AFG, LSD, LPD, AFS, AE, T-AE, AOR, AOE and T-AFS. These designations are
important when considering existing data links that may or may not be available on all designations.

Approximately 4,000 ai}craft would be affected.

2.1.1.4 Integrated Logistics Support (ILS) The TOR stated that a significant reduction in ILS costs could be
expected with a GPS compatible TACAN replacement as compared with support of aging TACAN equip-
ment. It went on to state the ILS requirements, but at this point, these requirements are beyond the scope
of this study except to note that the objective is to minimize the cost of ILS and to identify and specify
"design to" requirements necessary to ensure operational supportability.

2.1.1.5 Related Efforts The TOR stated that no preference is given to GPS when considering solutions for
relative navigation. Modifications to the existing TACAN system to fully meet the requirement, JTIDS, and
all other potential solutions must be investigated. However, these investigations would be out of the scope
of this study; but, comments on the two systems mentioned will be made.

The TOR also described the concept of GPS pseudo-satellites (pseudolites), which will be addressed in Task
4 of this study. Pseudolites are definitely a candidate to aid in the replacement of shipboard TACAN. The
TOR stated that foreign systems should also be included in the analysis during preparation of the DOP.
This is also considered out of the scope of this study.
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Other efforts were also listed in the TOR. Again, investigation of these efforts is considered out of the scope of
this study. .

2.1.2 Summ f Requiremen ri in ION t Independent of the TOR described above, the sub-
ject paper discussed Shipboard TACAN concepts. Appendix | is an edited excerpt from that paper, which also
provides a description of the DGPS concept, a subject of Task 3 of this study.

2.1.3 Comparison of TOR and ION Paper Requirements For the most part, the TOR and ION Paper agreed

on the requirements and desired capabilities for the Shipboard TACAN replacement. The following differ-
ences are noted.

1) The ION paper did not include the desired capability to "spotlight™ transmitter transmissions to
enhance LPI qualities.

2) The ION paper did not call for an unlimited number of units to be able to use the system. How-
ever, that capability was implied.

3) Air-to-air range ar;d bearing was not addressed in the ION paper.

The impact of the first of these three differences would probably be the use of a beam-steering phased
array antenna on the ship for DGPS transmissions. That possibility will be addressed in this study as part
of future tasks.

The capability of the second difference may be impacted by system enhancements to include Air Traffic
Control. This enhancement is a future subject of this study. .

The impact of the third difference is that the aircraft would be required to transmit, which increases the /-
cost of the aircraft units. This later capability does exist with TACAN, but with the addition of pilot-to-pilot /-
communications to indicate aircraft heading. Air-to-air range and bearing capabilities will be addressed in
this study.

2.1.4 Summ $ Shipboard TACAN Replacemen irements The TOR best states the overall require-
ments for the Shipboard TACAN Replacement, namely to provide a means to :

»

1) Effectively aid military aircraft in locating and performing relative navigation to Navy ships at sea

2) Incorporate advance system design consistent with weight, volume, and electromagnetic inter-
ference constraints

3) Systematically defeat hostile detection, identification, and targeting

4) Utilize the military aircraft GPS receiver/navigation set to maximum extent practicable, thereby
optimizing the fleet-wide investment in aircraft GPS receiver sets.

The following is a summary of a combination of the TOR requirements and desired capabilities and those
listed in the ION paper:

1) Accuracy: The replacement system shall provide a range/azimuth and level of accuracy equal to
or better than +0.1 nm within 50 nm range of the ship; £0.2 nm from 50-300 nm range; and
overall azimuth accuracy of +3° line of sight limited. The replacement system shall improve that
accuracy consistent with the capabilities of "Differenced® DGPS and data transmission bandwidth.
Accuracy shall degrade gracefully in the event of GPS signal loss or the loss of DGPS messages,
including loss of either GPS or DGPS data link signals due to multipath and antenna masking. Con-
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straints on data transmission rates shall be a tradq-off against DGPS accuracy.

2) Low Probability of intercept {LPl): Electromagnetic emissions must be minimized to present an
LPI capability. Variable transmitter operation shall be considered to cover from a maximum hemi-
spherical distance of at least 300 nm to graduated range reductions with a "spotlight® aim capability
in azimuth, elevation, base height and ceiling height with fixed, rotational, random, raster or jitter
ilumination to enhance LPI qualities. Advantage of spread spectrum communications shall be
exploited so that transmission energy can be spread over a wide frequency range to provide the
capability to receive signals well below ambient noise, thus making the signal more difficult to
detect by unfriendly forces, including the encryption of the "spreading” code.

3) Anti-Jam (AJ) Margin The system shall operate and meet requirements while in the EMI envi-
ronment of its intended use and in a hostile ECM environment. AJ margin shall be a trade-off
against LPI capability.

4) EMI: Operation of the replacement system shall not degrade the performance of other platforms
or force systems, including the performance of both the shipboard and aircraft GPS receivers.

5) Data Encryption: The replacement system shall reduce transmission detection and preclude bea-
coning, interception, jamming and intrusion (MIJl) with the use of data link encryption. Data
encryption shall prevent any unauthorized individual obtaining the information in the DGPS data link
message, primarily the location of the ship. If possible, employ the encryption techniques used on
the GPS signals from the satellites, so that the same keys can be used, thus minimizing the impact
on implementation of encryption, subject to the endorsement by the National Security Agency
(NSA).

6) Number of Users: An unlimited number of units shall be able to use the system.

7) Air-to-Air Range and Bearing: The capability to perform air-to-air range and bearing shall be eval-
uated.

8) Cost Goals: The replacement system shall provide these capabilities with the following cost
guidelines:

1) RDT&E cost of $60 million.
2) Sea-based unit cost of $500,000 each.
3) Aircraft incremental unit cost of $25,000 each.

4) Life cycle cost of $540 million for 5 years of operation, including procurement, installa-
tion, RDT&E, and 5 years of operating and maintenance costs.

- These cost goals shall be based on installation on approximately 320 ships with the following des-
ignations: CV, CVI(N}, DDG, DD, CG, CG(N}, MHC, LHD, AQ, T-AGOR, LPH, FFG, FF, ARS, LCC,
LHA, LKA, ATS, LST, AFG, LSD, LPD, AFS, AE, T-AE, AOR, AOE and T-AFS, and for installation in
approximately 4,000 aircraft of various types.

9) Integrated Logistics Support: The objective shall be to minimize the cost of ILS and to identify
and specify "design to" requirements necessary to ensure operationa! supportability.

10) Enhancements: Enhancements to provide improved accuracy and air traffic control shall be
considered.
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2.1.5 w _Pr ili f Inter Reguirements Revisi LPI requirements are the key requirements for
the replacement of Shipboard TACAN with DGPS. As will become evident throughout this report, all of the
other derived requirements will be easier to meet than are the LPI| requirements. Most of the existing US
Navy data links do not meet the LP! requirements. One possible exception is the Joint Tactical Information
Distribution System (JTIDS), depending on how one defines LPl. Thus, it is appropriate here to expand the
idea of LPI, because LP! itself is ill defined. This expansion is presented in Appendix Il.
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2.2 Investigation of Existing Data Links

A data link reference manual® was provided to AJ Systems for review. This manual contains summary
description sheets of selected fleet communication links including any relationship the link has to the trans-
fer of navigation information. These sheets contain an overview of specific link parameters, characteristics,
and applications as well as any other amplifying information that may be applicable for understanding the
link. A most important characteristic described was the designations of the user ships and user aircraft on
which each link was used. '

AJ Systems reviewed this document to determine the applicability of the summarized links for the broad-
cast of DGPS information for the Shipboard TACAN replacement. The following is a discussion of that
review. .

Most of the links summarized in the document were either only applicable to ships, or were specialized and
present on very few aircraft, such as, for example, the P3C only. These links were not considered. The
following are those that are at least jointly present on a number of ships and aircraft:

1)} TADIL C, Link-4A, Naval Tactibal Data System (NTDS) - LINK-4A

2) TADIL A, Link-11, Naval Tactical Data Systém (N'fDS) - LINK-11

3) TADIL J,.Link~1 6, Joint Tactical information Distribution System (JTIDS)
4.) TADIXS, Tactical Data Information Exchange Subsystem {TADIXS)

5) MILSTAR, Military Strategic, Tactical and Relay (MILSTAR)

2.2.1 JTADIL C, LINK-4A LINK-4A is the NATO designation of TADIL C. Itis a one or two way non-secure
data link between surface air control stations and controlled aircraft. TADIL C is on most current Navy air-
craft and on carriers. It is used for aircraft intercept, traffic control and carrier approach control. It oper-
ates in the UHF Frequency Band from 225-400 MHz using an NTDS digitally coded Frequency Shift Keying
(FSK) modulation. TADIL C would be an ideal data link for broadcasting DGPS data if it were not essen-
tially an old technology data link that has very few of the desired characteristics specified above for the
Shipbhoard TACAN replacement system. For example, it is not at all LPl nor is it secure. Therefore, the
TADIL C, LINK-4A is not considered a candidate for the broadcast of DGPS data. However, a Link-4
compatible LPI data link is proposed as a new data link in Section 2.2.7 below.

2.2.2 TADIL A, LINK-11 LINK-11 is the NATO designation of TADIL A. LINK-11 is a tactical data informa-
tion link (TADIL) employing netted communication techniques and standard message format for the
exchange of digital position, identification and control information among airborne, land-based, submarine
and shipboard tactical data systems {TDS). TADIL C is on a variety of ships, but its aircraft installations
appear to be only ASW type aircraft. In fact, its primary use appears to be that of communicating tactical
pictures, air tracks, surface tracks and ASW data of force units. It operates in the same frequency band as
TADIL C, but also operates in the HF band between 2-30 MHz. Its signals are Differential Phase-Shift-Key-
ing (DPSK) of parallel data tones. The link is encrypted.

As with TADIL C, LINK-11 is not at all LPI, although it is secure. However, unlike TADIL C, it is not used
for air traffic or approach control. The link is loaded down with tactical information and is not available for
the broadcast of DGPS data. Thus, TADIL A, LINK-11 is not considered a candidate for the broadcast of
DGPS data. -

®Data Link Reference Manual (Preliminary), Naval Air Development Center, 7 July 19889.
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2.2.3 JADIL J, LINK-16 LINK-16 is the NATO designation of TADIL J, and is commonly known as JTIDS
(Joint Tactica! Information Distribution System). JTIDS is a high-speed voice and digital system that links
airborne, shipborne and ground-based units into a tactical communication network providing real-time data
base of position, identification, combat status and targeting information. The primary purpose of JTIDS is
to manage the air environment with jam-resistant, reliable communications. JTIDS is installed on carriers
and on more modern aircraft, such as the E-3A, F-15, F/A-18, F-14 and the E-2C. JTIDS operates at L-
Band in the range of 969 to 1206 MHz with notches for IFF at 1030 and 1090 MHz. The link is encrypted
many times over. That is, the signal as well as the data is encrypted.

JTIDS, or at least a modified JTIDS, is definitely a candidate for the broadcast of DGPS data. For the most
part, it meets all of the requirements specified above, with the exception that it is marginally LP! and that it
is relatively expensive. However, with modifications of the shipboard JTIDS terminal transmitters, and with
the development of a low cost passive airborne JTIDS terminal, these exceptions can be overcome. The
existing airborne JTIDS terminals would be compatible with these modifications.

Because JTIDS, or modified JTIDS, is a viable candidate for use as the data link for Shipboard TACAN
replacement using DGPS, its description will be given in detail in Section 2.2.6 and Appendix lIl.

2.2.4 TJADIXS TADIXS (Tactical Data Information Exchange Subsystem) provides integrated worldwide
connectivity among the over-the-horizon targeting (OTH-T) community in support of Navy cruise missile
operations. It is a one-way transmission to broadcast OTH-T data from shore-based transmitters to recipi-
ent transmitters. One-way transmission would be fine for broadcasting DGPS data, but since these
transmitters are shore-based, TADIXS is, among other reasons such as LPI, not acceptable for that purpose.

TADIXS B is a classified version of TADIXS.

2.2.5 MILSTAR MILSTAR is still in development. It is a new-generation satellite communications system
providing global, secure, jam-resistant, low probability of intercept, and survivable minimum essential
wartime communications for strategical and tactical requirements. MILSTAR uses extensive spread spec-
trum techniques to make it jam resistant. It's transmission frequency is at EHF (44 GHz) to the satellite
with a 2 GHz bandwidth, which makes it LPl and jam-resistant. It's transmission is also directional via a
narrow beam towards the satellite, which also makes signal detection and triangulation even more difficult,
even though the transmission power is quite high.

MILSTAR has the capabilities to meet the requirements as a data link for the Shipboard TACAN replace-
ment, with two exceptions. First of all, it would be reserved for wartime communications for strategic and
tactical applications and probably wouldn't be available for area navigation purposes. The second exception
is that is it is highly unlikely that a MILSTAR terminal would meet the cost goals specified in the TOR, even
if a receive only terminal were developed. This is because it operates at a high frequency with a wide
bandwidth, requiring expensive technology for its implementation. Unfortunately, the features that make it
LPI and jam-resistant also makes it expensive.

2.2.6 JTIDS Details Details of the JTIDS system are provided in Appendix il for the purpose of describing
modifications to the system that would make it appropriate for a data link for the Shipboard TACAN
replacement using DGPS. Actually, for the most part, JTIDS, as it exists, satisfies most of the require-
ments specified above. The two basic requirements it doesn't meet are as follows:

1) JTIDS, although specified as a being LPl as a guide for this study, has limited LP! capabilities.
However, with transmitter and receiver modifications, it could be upgraded to meet the intent of the
LP| requirement. o

2) JTIDS terminals are far too expensive to meet the cost goals of the TOR for aircraft installation.
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Although it already exists in some of the Navy's aircraft, it doesn't exist in the entire fleet. How-
ever, a new technology receive-only terminal may meet these cost goals.

JTIDS has also been advertised as providing a relative navigation (RNAV) capability by itself.” However, in
general, this capability is very limited because of geometric considerations. The technique requires multiple
participants to be part of the JTIDS net at appropriate locations for good triangulation. A lone aircraft
returning to a lone ship could not use such a system, unless the system were combined with GPS. But,
then, it suffices to use DGPS and use JTIDS only as a data link providing moving GPS waypoints
representing holding patterns, ships' 